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% .4. QO, CITY OF CANNING 

CONFIRMED MINUTES OF AUDIT AND RISK COMMITTEE MEETING 

HELD IN THE COUNCIL CHAMBERS ON WEDNESDAY, 2 MARCH 2022 

1. 	DECLARATION OF OPENING 

The Chairperson declared the meeting open at 5.30pm, welcomed attendees, and then 
read aloud the acknowledgement to country: 

"We acknowledge the Wajuk (Wudjyuk) people, the traditional custodians of the land. We 
also pay our respects to elders, both past and present." 

2. ATTENDANCE 

Mayor P Hall 	 Presiding Member 
Cr Parkinson 	 Nicholson 
Ms E Lee 	 External Committee Member 
Mr Wallace 	 External Committee Member 

STAFF 

Mr S Cain 
Mr W Bow 
Mr A Dolin 
Ms J Alexander 
Ms K Cornish 
Ms A Lawal 
Mr M Sapsworth 
Ms K Mills 

Chief Executive Officer 
Acting Director Canning Corporate & Commercial 

Leader Risk Management 
Leader Assurance 

Supervisor, Governance & Compliance 
Governance Officer 

Manager Information 
Leader ICT 

Cr Sweeney attempted to connect to the electronic meeting but due to technical issues 
with his audio and video, Cr Sweeney was not considered present at the meeting as a 
Member of the Committee. 

	

2.1 	Apologies 

Nil. 

	

2.2 	Approved Leave of Absence 

Nil. 

3. DISCLOSURE OF INTERESTS 

	

3.1 	Declarations of Interest (Financial) 

Nil. 
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	 2 MARCH 2022 

3.2 	Declarations of Impartiality 

Nil. 

4. CONFIRMATION OF MINUTES 

Audit and Risk Committee Meeting held on Thursday, 25 November 2021 

COMMITTEE RECOMMENDATION 

MOVED Mayor P Hall, SECONDED Cr S Parkinson, that the Minutes of the Audit and Risk 
Committee Meeting held on Thursday, 25 November 2021, be taken as read and confirmed. 

CARRIED UNANIMOUSLY 4/0 

5. REPORTS 
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PROGRAM: 
SUB PROGRAM: 
FILE REF: 
REPORT DATE: 
REPORTING OFFICER: 

RESPONSIBLE OFFICER: 

Canning Corporate & Commercial 
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Q22/12 
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Matthew Sapsworth - Manager Information 

Warren Bow - Acting Director Corporate & Commercial 

CONFIRMED MINUTES OF THE AUDIT AND RISK COMMITTEE MEETING 
	

2 MARCH 2022 

5.1 	Director Canning Corporate & Commercial 

ARC-004-22 	 Auditor General's Cyber Security in Local Government Report 

Strategic Plan Theme: 	LEAD 	- 	Accountable, 	responsible 	and 	forward-thinking 
administration. 

Community Goal: 	 Effective leadership and good governance. 
Council Strategy: 	 Open and transparent to the community and stakeholders. 

Authority/Discretion: 	Noting: Includes items provided to the Committee for information 
purposes only that do not require a decision of Committee. 

Attachments: 1. Western Australian Auditor General's Report - Cyber Security 
in Local Government - 24 November 2021 (D21/318911).)Larqe 
Attachments  

2. City of Canning Cyber Security Audit Management Letter 
(D22/9842). (Confidential) 

3. Cybersecurity Workplan 2021-2023 (D22/13510). (Confidential) 

In Brief: 

The purpose of this report is to present the Western Australian Auditor General's Report 'Cyber 
Security in Local Government'. 

Under the Audit and Risk Committee's (ARC) Terms of Reference, the ARC's responsibilities include 
reviewing all external audit reports to: 

a) Determine if any matters raised require action to be taken by the City; and 

b) Ensure that appropriate action is taken in respect of those matters. 

The ARC is asked to support the Officer Recommendation because: 

	

1. 	The ARC should be in a position to advise Council on any matters identified in external audit 
reports requiring action to be taken by the City, and whether action taken / being taken is in 
respect of those matters is appropriate. 

If the Officer Recommendation is not supported, the consequence is likely to be: 

	

1. 	The ARC may not be in a position to advise Council on any matters identified in external audit 
reports requiring action to be taken by the City, and whether action taken / being taken is in 
respect of those matters is appropriate. 
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Relevant Committee Resolutions 

Committee Meeting and Date Report No Decision 

Not Applicable. 

CONFIRMED MINUTES OF THE AUDIT AND RISK COMMITTEE MEETING 	 2 MARCH 2022 

ARC-004-22 COMMITTEE DECISION 

MOVED Mr M Wallace, SECONDED Mrs E Lee, that the Audit and Risk Committee receives the 
Western Australian Auditor General's Report 'Cybersecurity in Local Government' (Attachment 1), 
and notes the actions taken / being taken to address the findings. 

CARRIED UNANIMOUSLY 4/0 

BACKGROUND 

1 	The Office of the Auditor General (OAG), under the Local Government Amendment (Auditing) Act 
2017, performed a Cyber Security Audit on the City of Canning (the City) from November 2020 to 
April 2021. The City was one of fifteen Local Government ('LG') authorities for this audit. 

2 	As defined by the OAG the purpose of the audit was outlined as follows: 

"LG entities use key systems to deliver services to their communities and in doing so collect and 
store vast amounts of information about their residents and operations. This information is 
attractive to cybercriminals. LG entities need to understand and mitigate their cyber security 
risks. In doing so, entity capability and public confidence in digital initiatives and government 
processes will be strengthened." 

3 	The audit was conducted using a mix of methods, which included an analysis of the City's policies and 
processes as well as network penetration and email phishing testing. 

DETAILS 

4 	To manage their cyber security risks, the OAG examined LG policies and procedures, and expected 
LG's to have: 

a) a cyber security policy and framework 

b) a cyber security incident response plan 

c) processes to manage cyber risks 

d) cyber security awareness training for employees 

e) intrusion detection and prevention systems 

f) processes to manage technical vulnerabilities 

g) a disaster recovery plan 

h) a business continuity plan. 

5 	Additionally, the OAG carried out simulated cyber-attacks and sent test phishing emails to assess LG 
entities' cyber security controls and defences. These approaches simulated real outside-in scenarios 
and without inside knowledge of the LG entities 

6 	The Report was tabled in Parliament on 24 November 2021, refer Attachment 1. The City received a 
separate Management Letter (Attachment 2) dealing specifically with matters relating to the City's 
audit results. 
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7 	Five findings were identified (three moderate findings and two minor findings). The City has 
addressed the three moderate findings, and continues to develop and implement its cyber security 
program of works. Attachment 3 outlines the City's cyber security program for 2021 to 2023. The 
two minor issues are ongoing initiatives within the City's cyber security program. 

8 	Attachments 2 and 3 are marked confidential as these documents outline specific cyber security 
information concerning the City. 

CONSIDERATIONS 

Legal Compliance 

9 	Not applicable. 

Policy Implications 

10 	Not applicable. 

Financial Considerations 

Business Plan 

11 	Not applicable. 

Internal Budget 

12 	$80,000 budget has been included for 2022/23 for additional cyber security prevention systems. 

Asset Management 

13 	Not applicable. 

Sustainability Considerations 

14 	Not applicable. 

Consultation 

15 	The City engages specialised cyber security consultants that provide the City with advice as required. 

Other Considerations or Risks 

16 	Not applicable as the report is for noting only. 

COMMENT 

17 	Nil. 

VOTING REQUIREMENT 

18 	Simple majority. 

COMMITTEE COMMENT 

19 	Not applicable. 
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ARC-005-22 
	

Internal Audit Activity Report 

Strategic Plan Theme: 

Community Goal: 
Council Strategy: 

Authority/Discretion: 

Attachments: 

LEAD - Accountable, responsible and forward-thinking 
administration. 
Effective leadership and good governance. 
Open and transparent to the community and stakeholders. 

Noting: Includes items provided to the Committee for information 
purposes only that do not require a decision of Committee. 

1. 	Internal Audit Activity Report - 2 March 2022 (D21/321499). 
(Confidential) 

In Brief: 

The purpose of this report is to present the Internal Audit activities undertaken by the City of 
Canning's (the City's) Internal Audit Function for the period December 2021 to February 2022, 
activities in progress and planned. 

Under the Audit and Risk Committee's (ARC) Terms of Reference, the ARC's responsibilities include 
reviewing all internal audit reports and providing advice to the Council on any significant issues 
identified. 

The ARC is asked to support the Officer Recommendation because: 

1. 	The ARC should be in a position to provide advice to the Council on any significant issues that 
may have been identified in internal audit reports. 

If the Officer Recommendation is not supported, the consequence is likely to be: 

1. 	The ARC may not be in a position to provide advice to the Council on any significant issues 
which may have been identified in internal audit reports. 

ARC-005-22 COMMITTEE DECISION 

MOVED Mayor P Hall, SECONDED Cr S Parkinson, that the Audit and Risk Committee receives the 
Internal Audit Activity Report for the Internal Audit activities undertaken for the period December 
2021 to February 2022 and the activities in progress and planned, within Confidential Attachment 
1. 

CARRIED UNANIMOUSLY 4/0 
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Relevant Committee Resolutions 

Committee Meeting and Date Report No Decision 

That the Audit and Risk Committee 
receives the Internal Audit Activity 

25 November 2021 ARC-022-21 

Report 	for 	the 	Internal 	Audit 
activities 	undertaken 	for 	the 
period December 2021 to February 
2022 and the activities in progress 
and 	planned, within 	Confidential 
Attachment 1 (as attached). 

BACKGROUND 

The City's Internal Audit Activity Report covers the period December 2021 to February 2022 and 
outlines: 

a) Audit activities undertaken during the period December 2021 to February 2022. 

b) Other assurance activities. 

c) Audit activities planned. 

DETAILS 

Audit Activities Undertaken During the Period September 2021 to November 2021 

2 	The audit activities undertaken during the period are consistent with the approved 2020-2021 and 
2021-2022 Internal Audit Plan. 

Internal Audit Activity Status 
Post 	implementation 	review — 
Envibe 	(OneBooking) 	System 
2021 	- 	replacement 	for 
Centa man and Events Perfect 
(Complete) 

This audit review was conducted by internal resources and the report 
was endorsed by the Executive Team in December 2021. 

(Refer to Confidential Attachment 1). 

ICT 	Penetration 	Testing 	review 
2021 
(Complete) 

This audit review was conducted by internal resources and the report 
was endorsed by the Executive Team in February 2022. 

(Refer to Confidential Attachment 1). 

Compliance Audit Return 2021 
(Complete) 

Completion of the Compliance Audit Return 2021 was coordinated by 
the Leader Assurance and a Quality Assurance review was conducted 
by an external resource. 

The Compliance Audit Return was endorsed by the Executive Team in 
February 2022. 

Full details are reported separately in the 2 March 2022 Audit and Risk 
Committee Report titled "Compliance Audit Return 2021". 

Follow-up on Status of Outstanding 
Audit Recommendations 
(Complete) 

The status of all outstanding audit recommendations was last followed 
up as at March 2022. 

Full details are reported separately in the 2 March 2022 Audit and Risk 
Committee 	Report 	titled 	"Status 	of 	Outstanding 	Audit 
Recommendations". 

Willetton Sports Precinct Master 
Plan — Performance Review 2022 

This audit is being conducted by internal resources. 
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Internal Audit Activity Status 
(In Progress) The audit scoping document has been drafted. 

HR 	policies, 	practices, 	and 
processes 	review 	— 	Accrued 
Leave Management 2022 
(In Progress) 

This audit is being conducted by internal resources. 
The audit scoping document has been drafted. 

Financial 	Management 	Systems 
and 	Procedures 	(LG 	(Financial 
Management) Regs s:5(2)(c)) 
(In Progress) 

This audit is being conducted by external resources. 
The audit scoping document has been drafted. 

Other Assurance Activities 

3 	Other ad hoc and ongoing Assurance activities undertaken and in progress during the period. 

Audit Activities Status 

Whistleblower Hotline 
(Ongoing) 

The Leader Assurance continues to monitor the City's Whistleblower 
Hotline. The Hotline is tested every six months to ensure it is operating 
correctly. It was last successfully tested on 19 September 2021. 

Fraud 	and 	Corruption 	Risk 
Workshops 
(Ongoing) 

Fraud and Corruption Risk workshops are conducted every six months 
in conjunction with the City's Risk Management function. To date, 
workshops to assess potential fraud risks and the levels of controls in 
place associated with 	the 	City's payroll, 	recruitment and 	workers 
compensation systems and processes have been completed. 

Quality 	Assessment 	— 	Self- 
Assessment 	with 	Independent 
Validation 
(Once every five years) 
(In progress) 

The City's Internal Audit Function was first established in 2016. 
Conformance to the Institute of Internal Auditor's Standards (the 
Standards) represents a leading practice approach for the internal 
audit activity (the activity). 
The 	Standards 	(and 	the 	Internal 	Audit 	Quality 	Assurance 	and 
Improvement Program) require an external assessment of the activity 
every five years by a qualified, independent assessor or assessment 
team from outside the organisation. These reviews are designed to 
assess 	the 	activity's 	conformance 	with 	the 	Standards 	and 	its 
effectiveness 	in 	providing 	assurance / consulting 	services to 	the 
organisation. 
A Self-Assessment of the activity was completed in November 2021 
and an independent (external) assessor will be engaged to validate it 
prior to 30 June 2022. 

Investigations / Complaints 
(Ad hoc) 

Internal Audit has ongoing involvement in confidential investigations / 
complaints, including collecting information (evidence), reporting to 
the Department of Local Government, Sports and Cultural Industries, 
Public Sector Commission, and the Crime Corruption Commission as 
appropriate, 	and 	maintaining 	the 	Register 	of Complaints 	against 
Elected Members. 

Internal Audit Plan 2022-2023 
(Planning - — Q4 of 2021-2022) 

To be developed by internal resources. 

Fraud 	and 	Corruption 	Control 
Framework Review 
(Planning - — Q4 of 2021-2022) 

To be conducted by internal resources. 
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Audit Activities Planned 

4 	The 	audit 	activities 	planned 	are 	consistent 	with 	the 	approved 
2021-2022 Internal Audit Plan. 

Audit Activity Status 
Local Planning Policies 
(Planning — Q4 of 2021-2022) 

This audit is to be conducted by internal resources. 

Sustainability 	and 	Climate 
Change review 2022 

(Planning — Q4 of 2021-2022) 

This audit is to be conducted by external resources. 

The scoping document has been drafted. 

Project Management Framework 
2022 

(Planning —04 of 2021-2022) 

This audit is to be conducted by internal resources. 

Asset Management 2022 

(Planning —04 of 2021-2022) 

This audit is to be conducted by internal resources. 

Performance 	Review 	— 	Digital 
Strategy 

(Planning —04 of 2021-2022) 

This audit is to be conducted by internal resources. 

CONSIDERATIONS 

Legal Compliance 

5 	Not applicable. 

Policy Implications 

6 	The Audit and Risk Committee Terms of Reference sets out the objectives, authority, membership 
and responsibilities of the Committee; this includes reviewing all internal audit reports and providing 
advice to the Council on significant issues (ie high and extreme) identified in audit reports and action 
to be taken on issues raised, including identification and dissemination of good practice. 

Financial Considerations 

Business Plan 

7 	Governance & Integrity Canning. 

Internal Budget 

8 	Budget allocations have been made for external resourcing, and the two main positions involved in 
the Internal Audit Function (internal resourcing): 

a) General Counsel & Manager Governance. 

b) Leader Assurance. 

Asset Management 

9 	Not applicable. 

Sustainability Considerations 

10 	Not applicable. 

Consultation 

11 	Audits were conducted in consultation with the relevant Program and sub-Program staff. 
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12 	Governance and Integrity Team presented the following items to the Executive Team: 

a) Post Implementation Review — Envibe (OneBooking) System 2021 in December 2021; 

b) ICT Penetration Testing 2021 in February 2022; 

c) Compliance Audit Return 2021 in February 2022, and 

d) Status of Outstanding Audit Recommendations as at March 2022. 

Other Considerations or Risks 

13 	Not applicable — report is for noting only. 

COMMENT 

14 	This report outlines the activities undertaken to date by the City's Internal Audit Function and 
enables the ARC to perform its function as determined by the TOR, being to review all internal audit 
reports and provide advice to Council on any significant issues identified. 

VOTING REQUIREMENT 

15 	Simple majority. 

COMMITTEE COMMENT 

16 	Not applicable 
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SUB PROGRAM: 
FILE REF: 
REPORT DATE: 
REPORTING OFFICER: 

RESPONSIBLE OFFICER: 
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24 February 2022 

June Alexander - Leader Assurance 
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ARC-006-22 
	

Status of Outstanding Audit Recommendations 

Strategic Plan Theme: 

Community Goal: 
Council Strategy: 

Authority/Discretion: 

Attachments: 

LEAD - Accountable, responsible and forward-thinking 
administration. 
Effective leadership and good governance. 
Open and transparent to the community and stakeholders. 

Noting: Includes items provided to the Committee for information 
purposes only that do not require a decision of Committee. 

1. 	Status of Outstanding Audit Recommendations (as at March 
2022) (D21/321513). (Confidential) 

In Brief: 

The purpose of this report is to present the Status of Outstanding Audit Recommendations and 
report on how they are tracking in relation to the completion due dates. 

Under the Audit and Risk Committee (ARC) Terms of Reference (TOR), the ARC's responsibilities 
include monitoring management's implementation of actions arising from internal and external audit 
recommendations. 

The ARC is asked to support the Officer Recommendation because: 

1. 	Under the ARC TOR, the ARC is responsible for monitoring the audit function of the City, 
primarily, management's implementation of actions arising from internal and external audit 
recommendations. 

If the Officer Recommendation is not supported, the consequence is likely to be: 

1. 	The report will not be taken as received by the ARC and may call into question their adherence 
to the TOR. 

ARC-006-22 COMMITTEE DECISION 

MOVED Mayor P Hall, SECONDED Cr S Parkinson, that the Audit and Risk Committee receives the 
Status of Outstanding Audit Recommendations Report (refer Confidential Attachment 1). 

CARRIED UNANIMOUSLY 4/0 
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Relevant Committee Resolutions 

Committee Meeting and Date Report No Decision 

25 November 2021 
ARC-023-21 

That the Audit and Risk Committee 
receives the Status of Outstanding 
Audit 	Recommendations 	Report 
(refer Confidential Attachment 1). 

BACKGROUND 

1 	Prior to each ARC meeting, Internal Audit follow up on the status of all outstanding audit 
recommendations, resulting from both internal audit reviews and performance and financial reviews 
conducted by the Office of the Auditor General (OAG), and reports the status to the ARC. 

2 	Outstanding audit recommendations were previously followed up and reported to the ARC in 
November 2021. 

3 	The status of all outstanding audit recommendations for this report was followed up as at March 
2022 and the results are detailed in this report (refer Confidential Attachment 1). 

DETAILS 

4 	All outstanding audit recommendations have been followed up as at March 2022. The results are 
summarised below - 

a) Out of the total of 46 internal audit recommendations (across nine internal audits), nineteen 
were completed and 27 were outstanding as at March 2022. 

b) Of the 27 outstanding recommendations, fourteen are on schedule "original due date" and 
thirteen are on schedule "revised date". 

c) One OAG performance audit recommendation was followed up (for the Records Management 
in Local Government 2019 review) and this recommendation is outstanding as at March 2022. 
This outstanding recommendation is on schedule against the revised due date. 

d) One OAG financial audit recommendations was followed up and this recommendation is on 
schedule against the original due date. 

5 	Actions are in progress to address all outstanding audit recommendations, and Internal Audit staff 
will continue to follow up on the status. 

6 	Summaries of the follow up results for the combined 2016-2021 period are outlined in Confidential 
Attachment 1 of this report. 

Executive Acceptance of Status of Audit Recommendations 

7 	The Executive Team, after review by the responsible Directors, has provided comment and accepted: 

a) The status of outstanding audit recommendations with revised due dates greater than 12 
months past original due dates - total of six recommendations; and 

b) The status of completed audit recommendations: total of nineteen recommendations. 

8 	The respective Directors have provided comment pertaining to the one high risk and one medium 
risk recommendations with revised due dates greater than 12 months past the original due date. 

CONSIDERATIONS 

Legal Compliance 

9 	Not applicable. 
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Policy Implications 

10 	The ARC Terms of Reference sets out the objectives, authority, membership and responsibilities of 
the Committee; this includes monitoring management's implementation of internal and external 
audit recommendations. 

Financial Considerations 

Business Plan 

11 	Governance & Integrity Canning. 

Internal Budget 

12 	Internal audit activities are carried out within existing budget. 

Asset Management 

13 	Not applicable. 

Sustainability Considerations 

14 	Not applicable. 

Consultation 

15 	Relevant sub program staff completed the update on the status of the audit recommendations 
relating to their sub program. 

16 	Respective Directors provided comment pertaining to the one high risk and one minor risk 
recommendation with revised due dates greater than 12 months past original due dates. 

17 	The Governance and Integrity Team presented the status of all outstanding audit recommendations 
to the Executive Team as at March 2022. 

Other Considerations or Risks 

18 	Not applicable. 

COMMENT 

19 	This report outlines the status of outstanding audit recommendations as of March 2022 and enables 
the ARC to perform its function as determined by their TOR, being to monitor management's 
implementation of actions arising from internal and external audit activities. 

VOTING REQUIREMENT 

20 	Simple majority. 

COMMITTEE COMMENT 

21 	Not applicable. 
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REPORT DATE: 
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June Alexander - Leader Assurance 
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ARC-007-22 
	

Compliance Audit Return 2021 

Strategic Plan Theme: 

Community Goal: 
Council Strategy: 

Authority/Discretion: 

Attachments: 

LEAD - Accountable, responsible and forward-thinking 
administration. 
Effective leadership and good governance. 
Open and transparent to the community and stakeholders. 

Legislative: Includes adopting Local Laws, Town Planning Schemes 
and Policies. Committee and Council to review decisions made by 
Officers. 
1. Compliance Audit Return 2021 (D22/13624).  (Larqe 

Attachments)  
2. Compliance Audit Return 2021 - QA Review Report 

(D21/321538).  (Large Attachments) 

In Brief: 

The purpose of this report is to present the Local Government Statutory Compliance Audit Return for 
2021 for the City of Canning (the City). 

The Audit and Risk Committee (ARC) is asked to support the Officer Recommendation because: 

Under the WA Local Government (Audit) Regulations 1996: 

1. Regulation 14 requires the Audit and Risk Committee (ARC) to review the compliance audit 
return and report to the Council the results of that review, prior to presenting the compliance 
audit return to the Council for their adoption. 

2. Regulation 15 requires a certified copy of the compliance audit return be submitted to the Chief 
Executive Officer (CEO) of the Department of Local Government, Sport and Cultural Industries by 
31 March 2022. 

If the Officer Recommendation is not supported, the consequences are likely to be: 

1. The City will not be in compliance with Regulations 14 and 15 of the WA Local Government 
(Audit) Regulations 1995. 

Page 14 

ARC-007-22 
	

Compliance Audit Return 2021 	 ARC-007-22 



CONFIRMED MINUTES OF THE AUDIT AND RISK COMMITTEE MEETING 	 2 MARCH 2022 

ARC-007-22 COMMITTEE DECISION 

MOVED Mrs E Lee, SECONDED Mr M Wallace, that the Audit and Risk Committee: 

1. Receives the Compliance Audit Return for the period 1 January 2021 to 31 December 2021, as 
contained in Attachment 1 of this report. 

2. Recommends that Council: 
a) Adopts the Compliance Audit Return, as detailed in Attachment 1. 

b) Requests the Chief Executive Officer to submit the completed Compliance Audit Return 
to the Department of Local Government, Sports and Cultural Industries. 

CARRIED UNANIMOUSLY 4/0 

Relevant Committee Resolutions 

Committee Meeting and Date Report No Decision 

MOVED Cr Barry, SECONDED Mr 
Wallace, that the Audit and Risk 
Committee: 

1. Receives 	the 	Compliance 
Audit Return for the period 1 
January 2020 to 31 December 
2020, 	forming 	Large 
Attachment 1 of this report. 

2. Recommends that Council, in 
accordance with 	Regulations 
14 	and 	15 	of 	the 	Local 

Audit and Risk Committee Government 	 (Audit) 
3 March 2021 ARC-003-21 Regulations 1996: 

a) Adopts 	the 	completed 
Compliance Audit Return, 
as 	detailed 	in 	Large 
Attachment 1. 

b) Requests 	the 	Chief 
Executive Officer to submit 
the completed Compliance 
Audit 	Return 	to 	the 
Department 	of 	Local 
Government, 	Sports 	and 
Cultural Industries. 

CARRIED UNANIMOUSLY 5/0 

BACKGROUND 

1 	Each local government in Western Australia is required to carry out a Compliance Audit for the 
period 1 January 2021 to 31 December 2021. 
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DETAILS 

2 	Section 7.13(1) (i) of the Local Government Act /995 (the Act) contains provisions for the making of 
regulations requiring local governments to carry out, in the manner and form prescribed, an audit of 
compliance, whether financial nature or not. 

3 	Compliance Audit Return (Return) questions are focused on high risk areas of compliance and 
statutory reporting and are prescribed in Regulation 13 of the Local Government (Audit) Regulations 
1996. 

4 	For the 2021 Return (compared to the Return 2020), the following changes were made by the 
Department of Local Government, Sport and Cultural Industries (DLGSC): 

a) Disclosure of Interest — four new questions added to the 2021 Return. 

b) Optional Questions — one new questions added to the 2021 Return. 

c) Tenders for Providing Goods and Services — one new question added to the 2021 Return and 
one of the 2020 Return questions not included (i.e. removed). 

d) There were four instances where two questions in the 2020 Return were combined (i.e. two 
questions combined into one question) in the 2021 Return. 

5 	Regulations 14 and 15 of the Local Government (Audit) Regulations 1996 (Regulations) require that 
the 2021 Return is: 

a) Presented to and reviewed by the City's Audit and Risk Committee; 

b) Recommended to, and adopted by Council; and 

c) Certified and submitted by the CEO to the DLGSC by 31 March 2022. 

6 	The City's next Ordinary Council Meeting is scheduled for 15 March 2022. 

Process 

7 	The City completed its Compliance Audit for the period 1 January 2021 to 31 December 2021 (refer 
Attachment 1). 

8 	An audit of the 2021 Return was completed by the Governance and Integrity Team to: 

a) Determine the completeness and reasonableness of the responses provided by relevant 
Officers. 

b) Identify any compliance exceptions. 

9 	An independent quality assurance review, conducted by Quantum Assurance (refer Attachment 2), 
was undertaken to ensure there was appropriate due diligence over the City's process for the 
completion of the 2021 Return, ensuring: 

a) Responses were provided by the responsible officers recorded in the various Return Sections. 

b) Evidence referenced is available, appropriate and validates the responses provided. 

Summary of Outcomes 

10 	In accordance with the Local Government Act 1995 and its Regulations, the City has completed its 
2021 Return. 

11 	Two compliance exceptions were identified. 

12 	The Governance and Integrity Team audit found all responses to be complete and reasonable. 

13 	The Quantum Assurance review identified appropriate due diligence over the process. 

14 	Subsequent to the 2021 Return being adopted by Council, the CEO will submit a certified copy of the 
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2021 Return, together with a copy of the relevant section of the minutes, to DLGSC by 31 March 
2022. 

CONSIDERATIONS 

Legal Compliance 

15 	Local Government Act 1995— Section 7.13(1) (i). 

16 	Local Government (Audit) Regulations 1996— Regulations 13, 14 and 15. 

Policy Implications 

17 	Not applicable 

Financial Considerations 

Business Plan 

18 	Governance & Integrity Canning. 

Internal Budget 

19 	Budget allocations have been made for external resourcing and the two main positions involved in 
the Internal Audit Function (internal resourcing): 

a) Manager Governance and Integrity. 

b) Leader Assurance. 

Asset Management 

20 	Not applicable 

Sustainability Considerations 

21 	Not applicable 

Consultation 

22 	The 2021 Return was conducted in consultation with relevant sub program staff. 

Page 17 

ARC-007-22 
	

Compliance Audit Return 2021 	 ARC-007-22 



CONFIRMED MINUTES OF THE AUDIT AND RISK COMMITTEE MEETING 	 2 MARCH 2022 

23 	Governance presented the 2021 Return to the Executive Team on 9 February 2022 for endorsement. 

Other Considerations or Risks 

Risk/ Opportunity 

Officer 
Recommendation 
approved 	by 	the 
Council 	(positive 
outcomes) 

Opportunity A 

onsequences Mitigation/ 
Actions 

onsequence 	Consequence 	
= 	

Overall 	Risk/ X  'kellhood 	 Rating 	 Opportunity 

Legislative 
compliance. 

Submission 	of 
the 2020 Return 
to 	Council 	for 
adoption. 

Almost Certain Moderate 
High 

(Opportunity) 

Officer 
Recommendation 
approved 	by 	the 
Council 	(negative 
outcomes) 

Risk B 

Not applicable Not applicable Not applicable Not applicable Not applicable 

Officer 
Recommendation 
deferred 	by 	the 
Council 

Risk C 

Breach 	of 
legislative 
requirement 	to 
submit to Council 
and DLGSC by 31 
March 2021. 

Legislative 
requirement. Almost Certain Moderate 

High 

(Risk) 

Officer 
Recommendation 
declined 	by 	the 
Council 

Risk D 

Breach 	of 
legislative 
requirement 	to 
submit to Council 
and DLGSC. 

Legis.lative 
requirement. 

Almost Certain Moderate 
High 

(Risk) 

COMMENT 

24 	The City completed its Compliance Audit for the period 1 January 2021 to 31 December 2021 with 
two compliance exceptions identified. 

25 	The Compliance Audit was then reviewed by the Governance and Integrity team, and then subject to 
external review by Quantum Assurance. The City's Executive Team signed off on this process and 
relevant documentation on 9 February 2022, with the matter now referred to the City's Audit and 
Risk Committee for referral to Council. 

VOTING REQUIREMENT 

26 	Simple majority. 

COMMITTEE COMMENT 

27 	Not applicable. 
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City Debt 

Strategic Plan Theme: 

Community Goal: 
Council Strategy: 

Authority/Discretion: 

Attachments: 

LEAD - Accountable, responsible and forward-thinking 
administration. 
Effective leadership and good governance. 
Prudent financial management and long term financial sustainability. 

Legislative: Includes adopting Local Laws, Town Planning Schemes 
and Policies. Committee and Council to review decisions made by 
Officers. 

1. Debtors Outstanding Report - Over 90 days and greater than 
$10,000 (D22/10959). (Confidential) 

2. Rates Outstanding Report - Over 3 years and greater than 
$10,000 (D22/10923). (Confidential) 

In Brief: 

The purpose of this report is to provide an update on the City of Canning's outstanding Aged Sundry 
and Rates Debt. 

The Audit and Risk Committee (ARC) is being requested to endorse the Officer Recommendation 
because: 

1. 	The information contained in the report is aligned to the objectives set out in the Audit and 
Risk Committee Terms of Reference and enables the committee to have oversight on City's 
outstanding debt position. 

If the Officer Recommendation is not endorsed: 

1. 	The report will not be received by the ARC and may call into question their adherence to the 
TOR, in particular the oversight on the City's outstanding debt position. 

ARC-008-22 	COMMITTEE DECISION 

MOVED Mrs E Lee, SECONDED Mr M Wallace, that the Audit and Risk Committee receives the 
report on City Debt, as contained in Confidential Attachments 1 and 2. 

CARRIED UNANIMOUSLY 4/0 
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Relevant Committee Resolutions 

Committee Meeting and Date Report No Decision 

Audit and Risk Committee 

3 March 2021 

ARC-005-21 

City Debt 

That the Audit and 	Risk 	Committee 
receives the report on 	City Debt, 	as 
contained in Confidential Attachments 1 
and 2. 

Audit and Risk Committee 

16 December 2021 
ARC-021-20 

City Debt 	' 

That the Audit and 	Risk 	Committee 
receives the 	report 	on 	City 	Debt as 
contained in Confidential Attachments 1 
and 2. 

Special Council Meeting 

30 April 2020 

CC-015-20 

Community 	and 	Business 
Support 	— 	Phase 	1 
Response 

That Council: 

	

1. Adopts the proposed 	policy FM.13 
Financial 	Hardship 	— 	Collection 	of 
Property Rates, Fees and Charges as 
contained in Attachment 1 to allow 
for the cessation of penalty interest, a 
pause on 	payments for up to six 
months 	and 	the 	establishment 	of 
alternate payment arrangements. 

CC-016-20 

Budget 	Review 	as 	at 	31 
March 2020 

That Council: 

1. Approves the Budget Review as at 31 
March 2020 and endorses the actions 
proposed within the report. 

BACKGROUND 

Debt to the City of Canning can arise via various mechanisms. Sundry debtors are created when an 
invoice is issued for goods or services provided by the City of Canning (the City). Infringements are 
issued for (non) compliance matters, and those which remain unpaid after three months are referred 
to the Department of the Attorney General - Fines Enforcement Registry (FER) for collection. Rates 
debt arises through the City's raising of issuing of our annual Rates Notices' as part of the Annual 
Budget process. 

2 	The City's Sundry Debt Collection Procedure is in accordance with the Chief Executive Officer (CEO) 
Instruction FMC.06 Sundry Debt Collection. The Sundry Debt Collection Procedure is consistent with 
established commercial business practices and the steps to be followed are: 

a) Invoice request generated by the responsible Officer as soon as possible to the time the debt is 
owed to the City; 

b) Within 30 days - Statement issued with notification requesting payment within 14 days; 

c) Within 45 days - Telephone contact is to be made with the customer requesting payment, or a 
letter is to be sent requesting payment within 14 days; 

d) Within 60 days - Letter is to be sent to the customer informing that debt recovery or legal 
action will be pursued, if payment terms are not established within 14 days; 

e) Within 90 days - Where considered feasible, recovery of outstanding debt is placed in the 
hands of a debt collection agency or solicitor. 
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3 	The procedure for collection of the City's rate and service charges is in accordance with CEO 
Instruction FMC.02 Rates and Service Charges Recovery. This procedure is in compliance with the 
Local Government Act 1995 and actions that may be taken are: 

a) Lodge caveats on land where rates and/or service charges are in arrears for three years or 
longer; 

b) Withdraw caveats on land where the owner has paid in full, the outstanding rates and/or 
service charges; 

c) Engage the services of a debt collection agency to recover rates and/or service charges that 
are overdue and unpaid for less than three years and/or proceed to recover those debts in a 
court of competent jurisdiction. 

4 	In recognition of the significant impact associated with the COVID-19 pandemic, the City had 
implemented changes in its approach to collection of City Debt during 2020-2021 financial year. The 
City's measures included the following: 

a) Adoption of a Financial Hardship Policy; 

b) Council resolved that no penalty interest be applied on overdue rates excluding overdue 
balance for Emergency Services Levy (ESL); 

c) Concession on health inspections; 

d) Concession on leasing charges for business, community groups and sorting clubs; and 

e) Pausing formal debt collection of property rates, fees, and charges overdue less than two 
years. 

5 	Measures on financial hardship policy and no penalty interest were in accordance with Local 
Government (COVID-19 Response) Act 2020. 

6 	For the financial year 2021-2022, Local Government (COVID-19 Response) Amendment Order 2021 
was issued. In accordance with this amended order, Council has retained the financial hardship policy 
and re-instated penalty interest as per the maximum interest prescribed as part of adoption of the 
Annual Budget for the year 2021-2022. 

DETAILS 

Sundry Debtors 

7 	Sundry debts greater than $10,000 and outstanding over 90 days are included as Confidential 
Attachment 1. The attachment format has been modified based on recommendations made by the 
members of the ARC during the September 2021 meeting, and now includes comparison against debt 
reported in the previous ARC meeting. 

8 	The City may proceed with formal recovery of outstanding debts; or enter into payment 
arrangements or alternatively, write the debt off. 

9 	The total outstanding amount for debts over 90 days as at 8 February 2022 is $450,678.88. This is a 
decrease from $552,815.20 as at 5 November 2021. This decrease is due to — 

a) Prepayments (-$41,273.25) moving into the over 90 days bracket 

b) Animals (-$1,241.00) 

c) Infringements Other (-$13,152.45) 

d) Property (-$49,986.02) 

e) Prosecutions (-$9,551.05) 

f) Waste Transfer Station (-$1,149.30) 
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10 	Overall, total outstanding amount for debts over 90 days as at 8 February 202 ($450,678) makes up 
44% of the overall debt amount of $1,019,522.20. 

11 	The City's current outstanding debt by age of the debt is tabulated below: 

Age of the Debt Remarks Amount % 
Under 90 days 

All debt outstanding A $568,843.32 56% 
Over 90 days 

Less than $10,000 $214,336.99 
Greater than $10,000 Refer Attachment 1 $236,341.89 
Sub Total over 90 days B $450,678.88 44% 

Total Debt A + B $1,019,522.20 100% 

12 	In July 2021, the City transitioned from the Authority Enterprise System to Technology One's 
OneCouncil Enterprise System with respect to Compliance, Infringements Animals, Infringements 
Other and Infringements Vehicles modules. Previously, income associated with the above debts was 
recognised upon collection. Implementation of the new modules means that debt is now recognised 
when an invoice is raised (not paid), thus reporting of these debtors for the first time has resulted in 
a significant increase in reported debt. 

13 	It should be noted that, the Compliance Team provide their services (i.e. assessment of applications) 
after payment is received in most instances. In the event the payment is not received the debt is 
credited and the application cancelled thereby not causing any risk of growing outstanding debt. 

14 	The City's current outstanding debt by revenue type is represented in the table below: 

Revenue Type Total Over 90 
days 

% 
Debt over 90 
days 

Total 	Under 
90 Days 

Total Debt % 

Total 
Debt 

2 Scythe Place $0.00 0% -$445.72 -$445.72 0% 
Canning 	Lodge 
(Permanent) 

$832.30 0% $36,384.19 $37,216.49 4% 

Caprice $0.00 0% -$8,427.15 -$8,427.15 _1% 

Compliance $14,882.11 3% $80,448.69 $95,330.80 9% 

Eating House $0.00 0% -$4,204.96 -$4,204.96 0% 
Fire Infringements $11,396.00 3% -$33.00 $11,363.00 1% 
Infringements Animals $40,796.36 9% $6,889.00 $47,685.36 5% 

Infringements Other $39,815.14 9% $52,634.70 $92,449.84 9% 
Infringements Vehicles $54,506.85 12% $11,420.00 $65,926.85 6% 
General Debtors $2,634.70 1% $93,595.66 $96,230.36 9% 

Miscellaneous Licences $0.00 0% -$179.08 -$179.08 0% 
Prepayments -$41,273.25 -9% $0.00 -$41,273.25 -4% 
Property $34,410.00 8% $291,353.23 $325,763.23 32% 
Prosecutions $283,370.26 63% -$25,611.06 $257,759.20 25% 
Recreation $0.00 0% -$298.47 -$298.47 0% 
Respite 	Care 	Canning 
Lodge 

$0.53 0% -$41.71 -$41.18 0% 

Rossmoyne $0.00 0% -$14,323.64 -$14,323.64 _1% 

Rubbish Tip $6,794.07 2% $22,209.21 $29,003.28 3% 

UGP $229.45 0% $0.00 $229.45 0% 
Wilson 	Retirement 
Village 

$2,284.36 1% -$12,715.68 -$10,431.32 _1% 
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Workers Compensation $0.00 0% $40,189.11 $40,189.11 4% 
Total $450,678.88 100% $568,843.32 $1,019,522.20 100 

% 

15 	In addition, $351,047 of the debts greater than 90 days include prosecutions awarded by the Courts, 
Infringements Animals, Infringements Other and Infringements Vehicles which are the responsibility 
of the FER to manage and collect on the City's behalf. Furthermore, $53,850 is on payment 
arrangement with the debtor. 

16 	The adjusted debt amount that the City can collect greater than 90 days is 22.11%. 

17 	Prosecutions continue to form the bulk of the City's long-term debt. City Officers have established 
contacts with the FER, in an effort to recognise uncollectable fines earlier and recognise bad debts in 
a timely manner. 

18 	The credit balances of debtors against certain revenue type are largely on account of timing 
differences between raising of invoice for services provided, and the amount paid by the customer. 
Total Property debt has been reduced by $49,986.02 since last ARC Report. 

19 	Since the last ARC Report, City Officers have been able to issue reminder letters to debtors. Officers 
are now working with TechnologyOne to finalise the next step of referring any outstanding 
infringement debts to FER through the OneCouncil enterprise Software system. In the meantime, 
infringement debts remain outstanding and the final step of debt collection has been unable to be 
performed. 

20 	Represented in the graph below is a comparison of the City's overall sundry debt outstanding greater 
than 90 days since July 2020. Amounts in red on the graph below represent the amounts written off 
during that period. 
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Rates  

21 	Included as Confidential Attachment 2 are details of due and payable rates over $10,000 which 
remain outstanding for three or more years. It should be noted that eligible pensioners and seniors 
are not included in this report. 	The attachment format has been modified based on 
recommendations made by the members of the ARC during the September 2021 meeting and now 
includes comparison against debt reported in the previous ARC meeting. 

22 	The Confidential Attachment 2 has various outstanding rates reported for the first time as they have 
exceeded $10,000 threshold due to application of penalty interest of 7% from 2021-2022. The 
amount reported also includes rates outstanding for the year 2021-2022 which are not considered as 
overdue as ratepayers have until 30 June 2022 to pay this amount. 

23 	The City does enter into alternative payment arrangements (being other than the four instalment 
options as per the adopted budget) for outstanding rates, fees and service charge debt. This is on an 
individual basis with ratepayers who may be experiencing financial difficulty with the intent of 
avoiding further recovery action and legal expenses. The City's expectation of a suitable payment 
arrangement is to have the outstanding debts and further rates as they fall due, recovered within 
two financial years. These alternative payment arrangements are entered into as direct debit 
arrangement. 

24 	There are currently 187 ratepayers on informal arrangements which are reviewed periodically, 
included with 1172 accounts on direct debit arrangements. 

25 	To date, the City has received 83.6% of the total rates and service charges levied for the 2021-2022 
financial year, compared to 67.2% received at this time last year. The 3rd  rates instalment was due 
on the 7 January 2022. Last financial year the second instalment payment was not due until the 
19 March 2021, hence the significant comparative increase in monies received for the 2021-2022 
financial year. 

26 	The City's outstanding rates debt as at 8 November 2021 is $16,497,647.31 please refer to the below 
table for the breakdown of outstanding rates by various categories. 

No. 	of 
Assessments 

Rates Outstanding Categories * Amount 

($) 

Remarks 

9 >$10,000 and over 3 years 123,264.44 Refer Attachment 2 

17 <$10,000 and over 3 years 135,149.74 

4,286 <$10,000 and under 3 years 5,038,906.55 Number 	of 	assessments 	is 
based on rates outstanding >$5 

Outstanding rates for 2021-22 11,732,996.60 Refers to amount collectable 4th  
instalments 

Rates Credit Balance -533,670.02 Refers 	to 	rates 	received 	in 
advance 

Total Outstanding Rates 16,496,647.31 

* The 'Rates Outstanding Categories' shown above are as per the request made by ARC members. 
The City's Authority system in unable to generate an automated report for extracting above 
information and it remains a manual process until we move to the new system and develop an 
automated process. While care has been taken to provide information as accurate as possible the 
data is not free from human error as the total outstanding Rates assessments are in the thousands. 
The total amount of outstanding rates figure reported is accurate. 
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27 	The graph below shows the amounts of rates outstanding at the end of each financial year from 
2016-2017. The value of rates outstanding include waste levy, security levy, underground power 
service charge and specified area rate but exclude the value of Emergency Services Levy, deferred 
rates and deferred underground power service charge. The outstanding balance reported is 
excluding the value of prepaid rates ie rates received in advance. 

28 	The graph also shows that deferred rates and underground power service charges are growing each 
year, whereas the rates outstanding has had a downward trend since 2017-2018 until 2019-2020, 
however, there has been a small jump in the outstanding debt for the year 2020-2021. 

Rates Outstanding as at 30 June 
4,500,000.00 

4,000,000.00 

3,500,000.00 
3,552,386.22 3,606,303.91 3,453,994.21 

4,133,727.63 6.00% 

5.00% 

4.72% 
3,000,000.00 

2,573,491.45 
4.52% 

4.37% 4.00% 
3.99% 

2,500,000.00 
3.40% 3.00% 

2,000,000.00 

1,500,000.00 2.00% 

1,000,000.00 
585.12 ,609.36 ,102.45 ,053.10 •;977.15 

1.00% 
500,000.00 

0.00 0.00% 
2016-2017 2017-2018 	2018-2019 2019-2020 	2020-2021 

NEM Rates 0/s (Ex Prepaid Rates) 	Total Deferred -% 0/s 

CONSIDERATIONS 

Legal Compliance 

29 	Not applicable. 

Policy Implications 

30 	FM.13 Financial Hardship. 

Financial Considerations 

31 	The current provision for doubtful debt is $420,886.36. 

Business Plan 

32 	Business Canning. 

Financial Reporting: 

a) To prepare the City's Annual Report, Annual Budget, and Long Term Financial Plan. 

b) To oversee acquittals for external agencies. 

c) To prepare the City's accounts for audit. 

Internal Budget 

33 	Not applicable. 
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Asset Management 

34 	Not applicable. 

Sustainability Considerations 

35 	Not applicable. 

Consultation 

36 	Finance staff liaised with the service units responsible for the establishment of the debt, regarding its 
collectability and any recommendations made within this report. 

Other Considerations or Risks 

37 	Not applicable. 

COMMENT 

38 	Ratepayers can submit an application under the City's adopted policy FM.13 Financial Hardship, to 
pause repayment of their property rates, fees and charges for up to six months, without penalty 
interest for two years. 

39 	An online application process has been established to assist ratepayers to meet the policy and data 
collection requirements. The assessment process is automated, though still reviewed and 
authorised, minimising manual process and handling requirements upon the City's Rates Officers. As 
at the date of this report 20 applications have been received for financial hardship for the 2021-2022 
financial year (37 applications received in total since adoption of the financial hardship policy) and 4 
have now expired which are currently being followed up by City's Rates Officers. 

40 	Of the remaining sixteen hardship applications, four ratepayers have entered into payment 
arrangements. The City will continue offering support to the remaining twelve ratepayers' still 
experiencing financial hardship and work with them for recovery of the amount outstanding. 

41 	The online process also enables ratepayers to transition to eRates. Currently 33% of ratepayers 
receive notices electronically either by BPAY view or email. The total number of ratepayers on 
eRates is 10,694 and 2,385 BPAY view. 

42 	With only a relatively small number of financial hardship applications being received, the rates and 
debtors collection figures for 2020-2021 were almost in line with the previous financial years. During 
the 2021-2022 financial year, the City will recommence with its follow up procedures on outstanding 
property rates, fees and service charges due for less than two years, as well as recommence taking 
legal action for rates outstanding debt greater than three years. 

VOTING REQUIREMENT 

43 	Simple majority. 

COMMITTEE COMMENT 

44 	Not applicable. 
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I certify that these Minutes were confirmed at the 
Audit & Risk Committee Meeting held on 1 June 
2022 astne.and correct record of roceedings. 

Date: 10 June 2022 

Presidi ayor Pa 
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6. CONFIDENTIAL MATTERS 

Nil. 

7. CLOSURE 

There being no further business, the Chairman declared the Meeting closed at 6.05pm. 

Mayor Patrick Hall 
CITY OF CANNING 
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