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CEO Introduction 
The Code of Conduct (the Code) has been developed as a guide to help you to behave in a way that you are expected to at work and to 

help you assist others to do the same. 

The Code does not cover every scenario but it is a useful reference point to help you to understand and apply the principles of integrity, 

personal accountability and your obligations as an employee of the City.

The Code applies when you are carrying out your duties and in circumstances where you are not carrying out your duties and there is 

a reasonable connection to the workplace (for example at a social club or team function). 

You are expected to have read and understood the Code and you will be required to refresh your understanding every two years.

Just as you should treat your obligations seriously, breaches of the Code are taken seriously. If you have any questions relating to the 

code, you should speak with your People Leader or with People and Culture in the first instance.

Our Vision
Our vision is for a welcoming and thriving City. We will achieve this vision through our values.

Our Values
Through working together and living our values we will bring our vision of a welcoming and thriving City to life.

AUTHENTIC

RESILIENT

CREATIVE

COLLABORATIVE
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Why do we need a Code of Conduct?
A Code of Conduct is a requirement of the Local Government Act 1995. It is also important to ensure everyone is clear about how we 

are expected to behave as employees of the City. This Code of Conduct is designed to be practical, easy to understand and apply. That 

said, it cannot cover every possible set of circumstances so, as employees, we are all expected to understand and be able to apply 

our judgement to ensure we behave in the manner expected of us. The Code of Conduct also serves as a public statement to our 

community of how we behave towards each other and towards them.

Who is covered by the Code of Conduct?
All employees of the City including the CEO. This includes all employees, work experience, volunteers and those engaged under a 

contract for services. Arrangements in relation to receiving gifts by the CEO are dealt with separately under the Local Government Act 

1995.

What are my responsibilities under the Code of Conduct?
All employees are expected to adhere to the Code of Conduct and to take personal responsibility in demonstrating the right behaviours, 

every day, in every interaction and in every decision we make. All People Leaders have a duty to help you to understand and apply the 

Code of Conduct and to openly demonstrate their commitment to the requirements.

When does the Code of Conduct apply?
The Code of Conduct applies when you are carrying out your duties and in circumstances where you are not carrying out your duties 

but there is a reasonable connection to the workplace (for example at a social club or team function). If you are in any doubt, it is wise 

to assume that the Code of Conduct does apply. 

What can happen if I don’t comply with the Code of Conduct?
If it appears that you may not have complied with the Code of Conduct, you will be provided with details of what is suspected and 

you will be given an opportunity to respond and provide additional information. The process that will be used to investigate a matter 

depends on what is suspected to have happened. You will be advised of the process that will be followed.

Further information on the processes that may apply can be found in:

• CM101 Complaints Investigation Policy

• CM112 Public Interest Disclosure Policy

Some matters are very minor and some are very serious. Consequences can vary from no action being taken to termination of 

employment and / or criminal proceedings. In some circumstances, the City will be required to report a matter to another organisation, 

for example the Public Sector Commission, the Corruption and Crime Commission or to the Police. All such matters will be dealt with 

professionally and confidentially.
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What if I think someone else has breached the Code of Conduct?
The Code of Conduct applies to all employees equally. If you believe that the Code of Conduct has not been followed by another 
employee, you are expected to advise your People Leader, the other employee's People Leader, a member of the People and 

Culture team, or a Director. 

It may be appropriate for you to report the matter to a Public Interest Disclosure Officer if the matter relates to:

• improper conduct;

• action which may constitute an offence under law;

• substantial, unauthorised or irregular use of or mismanagement of public resources;

• a substantial and specific risk of injury to public health, prejudice to public safety or harm to the environment; or

• a matter of administration which could be investigated by the Ombudsman.

If you think this is the case, further information including the City positions held by a Public Interest Disclosure Officer is available in the 

CM112 Public Interest Disclosure Policy.

The Public Interest Disclosure Officer is able to advise you further and will assist you to report the matter appropriately.

Reporting a suspected breach will require you to provide as much specific detail as possible. This is important in ensuring a fair 

process and a timely resolution.
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Requirements of the Code
The Code explains expectations of behaviour for City employees grouped into:

1. behaviour (including personal behaviour, dealing with other employees and the community);

2. performance of duties;

3. conflicts of interest and disclosure;

4. confidentiality and disclosure of information;

5. use of City resources;

6. information - records management, retention and disposal;

7. making ethical decisions; and

8. fraudulent or corrupt behaviour.

1. Behaviour (including personal behaviour, dealing with other employees and the community) 
EXPECTATIONS OF PERSONAL BEHAVIOUR

As you carry out your duties and in circumstances where you are not carrying out your duties but there is a reasonable 

connection to the workplace (for example at a social club or team function), you must:

1. act with honesty and integrity and in the best interests of the organisation and the community;

2. ensure you are familiar with and apply relevant legislation and regulations, City Policies and CEO Instructions;
3. treat others with respect, courtesy, honesty, fairness and with regard to their interests, rights, safety and 

welfare;

4. act with impartiality and professionalism;

5. comply with any lawful and reasonable direction given to you by someone authorised to do so;

6. maintain a safe, harmonious and productive workplace; and

7. allow others to express their views and opinions on work issues, whilst welcoming and respecting diversity.

DISCRIMINATION, HARASSMENT AND BULLYING

Employees of the City must not engage in harassing, discriminatory or bullying behaviour. The City does not tolerate such 

behaviour and if an employee is found to have participated in such behaviour, a fair, thorough process will be followed to 

resolve the matter. 

Harassment (whether sexual or otherwise) is any unwelcome and unsolicited behaviour that is, or can be perceived to be, 

offensive, intimidating, humiliating, threatening or violating. Importantly, the intention of the person allegedly undertaking 

the harassing behaviour is not relevant.  

Discrimination occurs when a person is treated less favourably because of a predisposed attitude held about that particular 

person or group. Discrimination can be direct or indirect. 

Bullying occurs when a person or group of people repeatedly act unreasonably towards another person and that behaviour 

creates a risk to health and safety.  

Online learning about discrimination, harassment and bullying is available and you will be required to refresh your 

understanding of these important topics every two years. You may repeat the training at any time. 
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CULTURE OF CARE

As you carry out your duties, you must demonstrate care of self, care of workmates, care of community, care of environment 

and care of plant and equipment by:

• demonstrating reasonable care of yourself, your work mates, the community, the environment and City plant

and equipment;

• familiarising yourself with the risks in the work you do and complying with relevant safety controls and

instructions;

• reporting hazards and incidents in a timely manner and fully cooperating with safety investigations; and

• participating in training and adhering to relevant processes and systems of work.

CULTURE OF CARE - DRUGS AND ALCOHOL 

As you carry out your duties, you must:

• report for work appropriately attired and fit for work which includes not being under the influence of alcohol or

other drugs;

• advise your People Leader if any prescription or over-the-counter medication carries any side effects which

could interfere with your ability to work safely;

• not consume alcohol whilst at work unless sanctioned by the Chief Executive Officer (CEO);

• not use, possess, sell or distribute illegal drugs in the workplace; and

• advise your People Leader if you have any concerns about your own ability or the ability of another person to

safely perform work.

2. Performance of duties
As you carry out your duties, you must:

• perform your duties to the best of your ability;

• act with honesty and integrity and in the best interests of the organisation and the community;

• maintain a safe, harmonious and productive workplace;

• comply with any lawful and reasonable direction given to you by someone authorised to do so; and

• ensure you are familiar with and apply relevant legislation and regulations, local laws, City Policies and CEO

Instructions.

LIAISING WITH ELECTED MEMBERS

Employees must demonstrate respect for the role of Elected Members as they represent the community views and opinions. 

The Local Government Act 1995 prohibits an Elected Member from directing or attempting to direct an employee of the local 

government. At Canning, the protocol is that Elected Members are to liaise with selected employees only. 

It is not permissible for an employee to liaise directly with an Elected Member unless authorised to do so. Generally, this 

authorisation is held by the CEO, a Director, a Sub-Program Manager or a specialist officer as authorised by the Chief 

Executive Officer.
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CUSTOMER EXPERIENCE

As you carry out your duties, you must:

• provide service to customers in a respectful, polite, professional manner;

• listen to the views, opinions and feedback of customers;

• welcome and respect diversity;

• act with honesty and integrity at all times; and

• deliver on commitments to customers.

Further information is available in the Customer Service Charter.

3. Conflicts of interest and disclosure
A conflict of interest arises when there is inconsistency between your duties as an employee of the City and a private or 

personal interest. Some examples where a conflict of interest can occur are:

• working in a private capacity for an entity which is involved or planning to be involved with the City;

• having a direct or indirect financial interest in the outcome of a City decision;

• being involved in a procurement process where you have had previous dealings with a potential vendor; or

• being involved in a recruitment exercise where you know one of the applicants.

If you believe that a conflict of interest exists (or could be perceived to exist), you are required to declare that interest.

Once you have declared a conflict of interest, your People Leader will work with you to remove or manage the conflict. 

When making a decision, there are six questions to ask yourself:

1. Do I have a personal or private interest that may conflict or be perceived to conflict with my public duty?

2. Could there be benefits for me now or in the future that could cast doubt on my objectivity?
3. Remembering that perception is important, how will my involvement in the decision or action be viewed by

others? Are there risks associated for me or my organisation?

4. Does my involvement in the decision appear fair and reasonable in all the circumstances?

5. What are the consequences if I ignore a conflict of interest? What if my involvement was questioned publicly?
6. Have I made any promises or commitments in relation to the matter? Do I stand to gain or lose from the 

proposed action or decision?

You must not engage in secondary employment (including paid or unpaid work) without the prior permission of the CEO. In 

applying for approval to undertake secondary employment, you will be asked a series of questions to help the CEO decide 

whether approval will create a conflict of interest or will adversely impact on your ability or availabity to carry out your 

functions and responsibilities for the City.
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4. Communication, Confidentiality and Disclosure of Information
Employees of the City must not, without permission, disclose confidential information that they have access to due to their 

duties at the City. All employees are to ensure that confidential information is protected.

The Local Government Act 1995 states that the Mayor is to speak on behalf of the City and the CEO may speak on behalf of the 

City with the Mayor’s agreement. This means that, with the conditional exception of the CEO, employees of the City are not 

permitted to speak on behalf of the City unless expressly authorised.

PUBLIC STATEMENTS, SOCIAL MEDIA AND THE MEDIA

Employees are expected to exercise caution when participating as a private citizen in a public debate on social media or any 

other forum so as not to create an impression or belief that you are representing the City.

Your social media activity can constitute a breach of this Code if you behave in a manner which brings the City into disrepute 

or behave in a manner which is (or to a reasonable person would believe is) threatening, harassing, bullying or otherwise 

offensive.

SOCIAL MEDIA

Only users who are expressly authorised may use social media for City purposes. When representing the City, the use of 

social media must be consistent with the City's values, conduct and behavioural standards as set out in the Code of Conduct. 

When representing the City on social media, statements must reflect the approved position of the City.

As a user of social media, your profile may include a statement that you work for the City of Canning. As any personal 

comments may be confused with your role with the City, you are asked not to respond to comments on social media posted 

by or about the City.

As Linkedin is a business rather than a social platform, likes or comments on City Linkedin posts are appropriate provided 

that these clearly support the City’s position.

Information posted on a social media site using City IT resources must not:

• contain inferences which could embarrass or cause harm to someone else, or damage the reputation of the City

or another City employee;

• contain offensive language, racial slurs, personal insults, obscenity or any other disparaging or degrading

comments;

• include prohibited communications including spam or junk type postings; or

• reveal any confidential or proprietary information.

The City reserves the right to monitor and view postings and/or activity on social media sites.

9



CANNING.WA.GOV.AU

5. Use of City Resources
The City provides you with resources so that you can undertake your work efficiently. Resources includes your time, credit

cards, office and computer equipment, mobile devices, motor vehicles, sport and recreation facilities, tools, machinery and

personal protective equipment (PPE).

As City employees you must use City resources:

• prudently, carefully and efficiently;

• only for authorised, official activities (this excludes for personal or indirect personal gain, for political purposes);

and

• according to the manufacturer’s instructions.

You must not permit or enable another person to misuse City resources.

You must ensure that equipment in your care is properly maintained. Negligence or carelessness constitutes a failure to use 

City resources appropriately. 

You may not use City resources for personal use unless specifically approved (e.g. use of a City motor vehicle or limited 

personal use of a City device).
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USE OF CITY IT EQUIPMENT AND SYSTEM ACCESS

The City provides IT equipment and access to systems that you need to work efficiently. The provision of that equipment and 

access to systems comes with obligations. 

It is permitted to use City IT resources (including email and telephone) for personal use where that use does not interfere 

with how effectively you carry out your duties, your productivity or with the performance of the City’s IT systems. 

It is not permitted to use City IT resources for private commercial activities, personal gain or the commercial gain of others. 

Any communications composed, sent or received on the email system are, and remain, the property of the City. The City may 

review, audit, intercept and access all messages created, received or sent via the City's e-mail system for any purpose. Your 

email storage is limited, and you may be instructed to reduce your storage by appropriately archiving information and/or 

deleting non-essential communications.

The City may at any time audit telephone usage and review the allocation of mobile devices.

You must not:

• use the City's IT systems and resources to access, transmit or store any prohibited material or comments of a 

defamatory, illegal, fraudulent, insulting, abusive, obscene, offensive or harassing nature. This includes, but is 

not limited to, sexually explicit photographs, images, text, cartoons and jokes, racial or gender vilification, or 

messages, comments or images that may offend someone on the basis of their religious or political beliefs, 

sexual orientation, impairment or age.

access another user's e-mail account without the appropriate People Leader's permission.
• use a personal email account to conduct City business.
• provide data or information to internal and/or external parties in contravention of statutory provisions or the 

City’s instructions.

• copy or store City-owned data on any system or device not owned by the City or a contracted third party unless 

permission is granted by the Manager Information or authorised delegate.

• use the City’s IT resources to market or promote other organisations such as Unions, political parties or 

religious associations. General communication to Union members is permitted in relation to Union matters. 

Notification of Union meetings may be posted on the email system.

• record conversations except with the prior approval of the conversing parties, or otherwise approved by another 

CEO Instruction or City policy.
• permit a person who is not an authorised user to use any City IT resource or system.
• intentionally interfere with the operation of any City owned IT resource or system, including - but not limited to

-propagation of viruses or malware and causing sustained high-volume network traffic which impairs network 

accessibility and efficiency.

If you receive prohibited or questionable material, you must immediately report this to the ICT Service Desk so that it can be 

investigated.
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6. Information – Records Management, Retention and Disposal
Appropriately stored, retained and maintained records are important evidence of the City acting in a responsible, accountable 

and transparent manner. Record keeping at the City is governed by the Record Keeping Plan which is informed by relevant 

legislation (including the State Records Act 2000) and associated regulations.

All employees are to ensure that all corporate documents are retained with the City’s official record keeping system.

All employees are responsible for maintaining complete, accurate and reliable evidence of all business transactions.

We are required to create, collect and retain records in the record keeping system and ensure that all records are handled in 

a manner consistent with legislation and the City’s policies and procedures relating to record keeping.

It is not appropriate to access or use City information for personal, commercial or political gain for yourself or others or to 

the disadvantage of another person.

Information is to be accessed only where there is a legitimate business need to do so. Records are the property of the City 

and as such a customer cannot authorise an employee to access a record held in their name.

It may be considered fraudulent or corrupt behaviour to falsify a public record or backdate information.

Where permitted, all records kept by the City will be disposed of in accordance with the General Disposal Authority for Local 

Government Records, following appropriate authorisation.

INFORMATION TECHNOLOGY SECURITY

The City holds important information about community members, businesses and our operations. It is critical that such 

information is kept safe and that the community is confident that their information is protected. Risks to the security of 

information can come from many sources and the City has an approved Information Security Management System which will 

assure the security of information. Employees play a very important role in keeping information safe.

Employees are:

1. required to comply with the information security guidelines, policies, procedures and mechanisms;

2. to play an active role in protecting the information held by the City of Canning;

3. to promptly report security incidents to the ICT Service Desk;

4. not to make any attempt to bypass or weaken security systems;
5. to keep your password secure - under no circumstances are you to share your password with anyone else, do not 

write it down, do no enter your password into any system or website that you are not sure is legitimate;

6. to exercise caution opening emails from people you do not know;

7. not permitted to use portable storage devices, such as USB or hard drives; and

8. to immediately report lost, stolen or compromised devices to the ICT Service Desk.
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7. Making ethical decisions
We make decisions every day as we go about our work. Many of the decisions you make do not require specific authorisation, 

for example, you make decisions every day, many times a day that use your expertise. Some decisions however can only be 

made by those specifically authorised.

You must only make decisions that you are authorised to make. Your People Leader can tell you which these are or you can 

check the Delegations matrix.

Some decisions present a dilemma. If you are authorised to make a decision and you need some guidance on making your 

decision ethically, there are five simple questions to ask yourself:

1. Am I doing the right thing?

2. How would others judge my actions?

3. How could my actions impact on others?

4. What risks could arise? What’s the worst thing that could happen?

5. Should I discuss this with someone else? Am I authorised to make this decision?

8. Gifts (including hospitality)
You may find yourself in a situation where you are offered a gift, hospitality or sponsorship. There are very strict 

requirements that employees are to follow if offered a gift, hospitality or sponsorship. These requirements are to protect you 

and to protect the City from suggestions of corruption or unfair or unethical dealing. Arrangements in relation to gifts to the 

CEO are dealt with separately in accordance with the Local Government Act 1995.

Before accepting any gift, you must consider the six questions listed under Conflict of Interest. This is particularly important 

when the gift is offered by a person or organisation involved in an activity in which the City can exercise discretion (for 

example, a vendor).

A gift is defined in the Local Government Act 1995 as the voluntary provision of something of value (e.g. tickets, flowers, 

confectionary, or stationery), valued up to $300. 

This includes multiple gifts from the same source which combined are valued up to $300. A gift valued at $300 or more from 

a person or organisation involved in an activity in which the City can exercise discretion is prohibited and employees must not 

accept these gifts.

https://www.canning.wa.gov.au/CanningWebsite/media/Files/My-City/Governance/Delegations/Delegations-Register-2021-2022_1.pdf
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9. Fraudulent or corrupt behaviour
Fraud and corruption are illegal activities and are strictly prohibited. Fraud is dishonest, deceptive activity. It can include 

theft, deliberate falsification, concealment, destruction or use of falsified documentation or the improper use of information 

or position for personal financial benefit. Corruption is also dishonest activity in which an employee acts contrary to the best 

interests of the employer and abuses his / her position for personal gain for themselves, another person or organisation.

Suspected fraud or corruption will be reported, investigated and resolved in accordance with the WA Corruption and Crime 

Commission Act 2003.

All staff are responsible to assess the risk of fraud and corruption in the activities undertaken in their business area, identify 

and report suspected fraud or corruption, and behave ethically and promote a culture of integrity in the workplace.

The City has a zero tolerance for fraud or corruption. If you suspect fraud or corruption, you must report your suspicion

to your People Leader, a member of the Governance or People and Culture team, or to a Director. You may also raise the 

matter anonymously using the Citys Whistleblower hotline on.
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